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ABSTRACT

To protect wireless sensor networks (WSNs), various key distribution and management schemes have been proposed.
However, most of them conducted simulations and experiments for performance evaluation by considering only the
two-dimensional (2D) environments. In this paper, we investigate the effect of real-world three-dimensional (3D) topographic
features on the key pre-distribution schemes for WSNs. For this purpose, we analyze and compare the performance of three
pairwise key pre-distribution schemes in 2D and 3D environments: full pairwise (FP), random pairwise (RP), and full and
random pairwise (FRP) schemes. For the experiments, we employ a network simulator NS-3 and 3D graphic tools such as
Blender and Unity. As a result, we confirm that there was a difference in the performance of each scheme according to the
actual 3D terrain and that the location-based FRP that considers deployment errors, has the highest efficiency in many
aspects.
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Table 1. Experimental environment

0S Ubuntu 18.04.3
Intel i7-8700
cPu (3.20GHz)
Memory 13.71 GB RAM
Number of nodes 144
Deployment area 100m?
Transmission range
20m
of node
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Fig. 1. 3D terrain and node deployment
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Fig. 2. Performance test by terrain
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Table 2. Performance on 2D environment

Performance Metric FP RP FRP
Key connectivity(%) 99.75 75.97 89.23
Communication cost | 175.93 | 467.57 47.55

Storage size(byte) 1165.1 | 1157.07 | 227.09

Table 3. Performance on 3D environment

Perform?nce Fp RP FRP
Metric
Key connectivity
%) 82.26 72.99 85.76
Communication | 17 45 | 37935 | 47.37
cost
Storage size(byte) | 1150.89 | 1142.89 209.67
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